Internet Explorer 8.0 Browser Settings

Tools / Internet Options

General tab:
e Browsing History section / Settings button:

e Check for newer version of stored pages : Every time | visit the webpage
e Click ‘OK’

NOTE: This setting ensures that data is refreshed from the database each time
you access a webpage.

Security tab:

e Click on 'Trusted Sites',
e Click Sites
e Uncheck the “Require server verification for all sites in this zone.
e Add the following sites to this zone:
https://secure.neogov.com
http://www.governmentjobs.com
http://agency.governmentjobs.com
https://training.neogov.com

Trusted sites X|

A7 ou can add and remove websites From this zone. All websites in
', this zone will use the zone's security setkings.,

Add this website to the zone:

Gdd
Websites:

http:/fagency .governmentjobs. com Remove |
hikkps f v, governmentjobs, com

htkps: [ fsecure, neogoy, com

hittps: f¥training. neogoy, com

[ Require server verification (https:) for all sites in this zone

Close |

e Click Close
e Click Custom Level and select the following settings.



._iﬁ MET Framewark

& Loose XAML
) Disable
{¥) Enable
{:} Prompt

@\% ¥AML browser applications
) Disable
{¥) Enable
{:} Prompt

@\% ¥PS documents
) Disable
{¥) Enable
{:} Prompt

% .MET Framework-reliant components

% Permissions for components with manifests
) Disable
(%) High Safety

% Run components not signed with Authenticode
) Disable
{¥) Enable
{:} Prompt

% Run components signed with Authenticode
) Disable
{¥) Enable
{:} Prompt

|| ActiveX controls and plug-ins

|@| Permissions for components with manifests
{¥) Disable
) Enable

|@] Allow Scriptets
{¥) Disable
) Enable
{:} Prompt

|@| Automatic prompting for ActiveX contrals
{¥) Disable
) Enable

|#| Binary and script behaviors
) Administrator approved
) Disable
{¥) Enable

|| Display video and animation on & webpage that does not uss
{¥) Disable
) Enable

|¢| Download signed ActiveX controls
) Disable
) Enable {not secure)
(%) Prompt {recommended)

|¢| Download unsigned ActiveX controls
{¥) Disable (recommended)
) Enable {not secure)
{:} Prompt

|| Initialize and script ActiveX controls not marked as safe for s
{¥) Disable (recommended)
) Enable {not secure)

{:} Prompt



|#] Only allow approved domains to use ActiveX without prompt
() Disable
(¥} Enable

|#] Run ActiveX controls and plug-ins
() Administrator approved
() Disable
(¥} Enable
{:} Prompt

|#]| Script ActiveX controls marked safe for scripting™
() Disable
(¥} Enable
{:} Prompt

._iﬂ Downloads

._iﬁ Automatic prompting for file downloads
{(¥) Disable
) Enable

._iﬁ File download
() Disable
(¥} Enable

._iﬁ Font download
() Disable
(¥} Enable
{:} Prompt

._iﬂ Enable .MET Framework setup

() Disable

(%) Enable

Mizcellansous

| | Access data sources across domains
{(¥) Disable
) Enable
{:} Prompt

L] Allow META REFRESH
() Disable
(¥} Enable

|| Allow scripting of Microsoft web browser control
{(¥) Disable
) Enable

|| Permissions for components with manifests
{(¥) Disable
) Enable

|| Permissions for components with manifests
() Disable
) Enable
{i} Prompt

|| Allow websites to open windows without address or status b
{(¥) Disable
) Enable

|| Display mixed content
() Disable
) Enable

{f} Prompt



|| Den't prompt for dient certificate selection when no certifical
(¥ Disable
) Enable
|| Drag and drop or copy and paste files
) Disable
¥} Enable
{:!' Prompt
|| Incude local directory path when uploading files to @ server
(¥ Disable
) Enable
|| Installation of desktop items
) Disable
) Enable {not secure)
¥} Prompt {recommended)
|| Launching applications and unsafe files
) Disable
) Enable {not secure)
¥} Prompt {recommended)
|| Launching programs and files in an IFRAME
) Disable
) Enable {not secure)
¥} Prompt {recommended)
|| Mavigate windows and frames across different domains
(¥ Disable
) Enable
{:!' Prompt
|| Open files based on content, not file extension
) Disable
¥} Enable
|| Submit non-encrypted form data
) Disable
¥} Enable
{:!' Prompt
|| Use Pop-up Blocker
) Disable
¥} Enable
|| Use SmartScreen Filter
) Disable
¥} Enable
L] |serdata persistence
) Disable
¥} Enable
|| Websites in less privileged web content zone can navigate in
) Disable
¥} Enable
{:!' Prompt
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Scripting

| Active scripting

() Disable

(%) Enable

) Prompt

Allow Programmatic clipboard access

() Disable

() Enable

(%) Prompt

= | Allow status bar updates via script

(%) Dizable

() Enable

Permissions for components with manifests

(%) Dizable

() Enable

= | Enable X55 filter

() Disable

(%) Enable

Scripting of Java applets

() Disable

(%) Enable

) Prompt

Lzer Authentication

82, Logon
() Anonymous logon
(%) Automatic logon only in Intranet zone
() Automatic logon with current user name and password
{3 Prompt for user name and password

=

=1

=

=1

=

=1

When asked ‘Are you sure you want to change settings for this zone?’, click ‘OK’
Click 'Close’

Privacy tab:

Under Settings, select the ‘Advanced’ button.

Check the ‘Override automatic cookie handling’ checkbox
First-Party cookies: ‘Accept’

Third-Party cookies: ‘Accept’

Check ‘Always allow session cookies’

NOTE: This setting prevents problems with users being kicked out to the login
page in the middle of an Insight session.

Under Pop-Up Blocker, Uncheck the ‘“Turn on Pop-up Blocker’ box

Click ‘OK’

Content tab:

Under Content Advisor, if there is a button labeled ‘Disable’, select it and enter
the required password you previously established for the Content Advisor.

NOTE: Content Advisor when enabled prevents users from completing the
online application process through GovernmentJobs.com or a NEOGOV



customer’s ‘Powered by NEOGOV’ pages. When Content Advisor is enabled,
applicants are typically kicked out of the steps of the application process back to
the main menu. The system loses track of the applicant’s session and which job
they are attempting to apply for.

Advanced tab:

@
[ ] alwavys expand ALT text for images
[] Enable Caret Browsing for new windows and tabs
[] Move system caret with focus/zelection changes
[] Reszet text size to medium for new windows and tabs
Reset text size to medium while zooming ™
Reset zoom level for new windows and tabs
[=] Browsing
[] automatically check for Internet Explorer updates
Automatically recover from page layout errars with Compe
Close unused folders in History and Favorites™
Disable script debugaing (Internet Explarer)
Disable script debugging (Other)
[] Display a notification about every script errar
Display Accelerator button on selection
Enable automatic crash recovery™
Enable FTP folder wiew (outside of Internet Explorer)
Enable page transitions
[] Enable Suggested Sites
Enable third-party browser extensions ™
Enable visual styles on buttons and contrals in webpages
[] Enable websites to uze the search pane™
|:| Force offscreen compositing even under Terminal Server®
Motify when downloads complete
Reuse windows for launching shortcuts (when tabbed brov
Showe friendly HTTP error messages
=] underline links
& Always
i) Hover
) Mever

[] use inline AutoComplete {outside of Internet Explorer)
[] use most recent order when switching tabs with Cirl+Tab
Disable script debugaing (Internet Explarer)
ze emonth scralling
HTTP 1.1 settings
ze HTTP 1.1
[] use HTTP 1.1 through proxy connections
=] International®
[] always show encoded addresses
Send IDM server names
[] send IDM server names for Intranet addresses
Send UTF-3 URLs
Showe Information Bar for encoded addresses
[] Use UTF-8 for mailto links



[ £ Java (Sun)
Use JRE 1.6.0_12 for <applet> {reguires restart)
Jg Multimedia
Always use ClearType for HTML®
Enable automatic image resizing
Play animations in webpages™*
Play sounds in webpages
Show image download placeholders
Show pictures
Smart image dithering
Eéa Printing
[] Frint background colors and images
) search from the Address bar
() Do not submit unknown addresses to your auto-search pr
{(¥) Just display the results in the main window
% Security
[] allow active content from CDs to run on My Computer®
Allow active content to run in files on My Computer®
[ ] Disable script debugging (Internst Explarer)
Check for publisher's certificate revocation
[] check for server certificate revocation™
Check for signatures on downloaded programs
[] Do not save encrypted pages to disk
[ ] Empty Temporary Internet Files folder when browser is cle
Enable DOM Storage
Enable Integrated Windows Authentication™
[] Enable memary protection to help mitigate online attacks®
Enable native XMLHTTP support
[] Enable SmartScreen Filter
[] usessL 2.0
Ise 551 3.0
Use TLS 1.0
[] warn about certificate address mismatch™
[] warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n

e Ensure settings match those in the images above, then click ‘OK’

NOTE: After making these changes, close Internet Explorer and reopen so that all
changes can take effect.



